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T he Internal Audit function within 

Insurance undertakings has an im-

portant role to play in providing as-

surance over the effectiveness of 

key cybersecurity processes and controls in insur-

ance and reinsurance undertakings and that the 

controls are adequate to ensure the risk remains 

within risk appetite. It is important that key stake-

holders, including Management and  the Board 

can place reliance on the work of Internal Audit in 

respect of the risk management of cyber related 

risks, while at the same time maintaining a rea-

sonable expectation of the extent of the Internal 

Audit function’s responsibilities in this area.

This paper sets out the view of the ECIIA Insur-

ance Committee (the Committee) and is intended 

to provide some guidance to Chief Audit Execu-

tives in the insurance sector when auditing cyber-

security based on risks expected today. 

Detailed technical guidance on Cybersecurity is 

referred to throughout this paper and under ‘fur-

ther reading’. 

Insurance undertakings legitimately have the 

need to collect customer data (some of which can 

be sensitive personal medical data) and therefore 

there is a need for internal auditors working in in-

surance undertakings to be able to provide assur-

ance over the controls deployed by management 

to protect sensitive customer data from loss. 

In light of the increasing scale and impact of cy-

berattacks and the introduction of European reg-

ulation such as the General Data Protection Reg-

ulations (GDPR) Network and Information System 

Directive, the need for European insurance under-

takings to effectively manage cyber risks is para-

mount. 

Internal audit within insurance undertakings can 

play a key role in supporting management’s en-

deavour to maintain an effective cybersecurity 

control environment. These guidelines are intend-

ed to provide a structured approach to the provi-

sion of third line independent assurance over this 

important area of control in the insurance sector. 

The Solvency II Own Risk Self-Assessment (ORSA) 

is the insurance undertaking’s own risk assess-

ment. Therefore, in 2017  EIOPA encouraged 

undertakings to use their own risk categories or 

types based on the characteristic of the specific 

undertaking, its business model and risk profile 

and not only on the standard classification of the 

Solvency II Directive. In the ORSA, the undertaking 

needs to assess all material risks from a complete 

perspective including an economic and a regulato-

ry perspective, and with regard to both non-quan-

tifiable and quantifiable risks. It is important to 

assess more closely operational, emerging and 

potential cyber risks at an appropriate level of rig-

our. (EIOPA-BoS/17-097 19 June 2017).

The need for effective IT cybersecurity controls 

was again highlighted by EIOPA in August 2018, 

when it stated that “Cyber risk is a growing con-

cern for institutions, individuals, and financial 

markets. In less than five years, it has surged to 

the top positions in the list of global risks for busi-

ness. The increasing number of cyber incidents, 

the continued digital transformation and new reg-

ulatory initiatives in the European Union are ex-

pected to raise awareness and to boost the de-

mand for cyber insurance”.

The inherent risks may vary from firm to firm, 

depending on the nature, size, technology infra-

structure, distribution model and geographical 

footprint of the firm. New insurance related ‘de-

vices’ via the Internet of Things (IoT) also present 

additional and new cyber risks. However, many of 

the concepts are generic and could be applied not-

withstanding the legal entity structure, country or 

supervisory requirements. 

This paper is not intended to provide guidance 

over the auditing of Cybersecurity risks (e.g. op-

erational resilience, data leakage or theft) within 

the operations of insurance firms. The guidance 

provides a framework from which to build a mul-

ti-year longer term approach to auditing cyber 

risk. The guidance does not include the auditing of 

Cyber Insurance related products and the associ-

ated Insurance risks and will be the subject of a 

dedicated position paper covering its underwriting 

risk nature.
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C ybersecurity refers to the tech-

nologies, processes and practices 

designed to protect an organisa-

tions information assets. Cyber 

risk means any risk of financial loss, disruption 

or damage to the reputation of an organisation 

from some sort of failure of its information tech-

nology systems1. Cyber Security is the protec-

tion of devices, services and networks - and the 

information on them - from theft or damage via 

electronic means2. 

Financial services entities, including insurers are 

increasingly targeted by cyber attackers along-

side other key industries such as: healthcare, 

government agencies, and telecommunications. 

The wealth of customer, financial and commer-

cially sensitive data obtained and used by insur-

ers makes them an attractive target. 

The objective of a cybersecurity audit in insur-

ance firms is to provide management with as-

surance over the effectiveness of the firm’s 

cybersecurity governance, strategy, operating 

model, policies, processes and their related con-

trols to protect its assets including the most 

critical asset – customer data against leakage. 

1	 IIA GTAG – Assessing Cyber Security Risk – 
Roles of the Three Lines of Defence Institute of Risk 
Management – Cyber Risk and Risk Management

2	 UK National Cyber Security Centre – Introduc-
tion to Cyber Security for Board Members

Fundamental to the effectiveness of controls is 

the recognition that a multi-layered and well in-

tegrated approach is required. As a result, the 

overall control effectiveness is determined by the 

weakest aspect of the overall position. 

The purpose of third line assurance over cyber-

security is to provide multi-year insight as to how 

well prepared the insurance undertaking is to iden-

tify and resist a cyberattack, to recognise when an 

attack has been successful and to resolve the out-

comes of an attack with least consequence to the 

firm and its customers and partners. Fundamental 

to this is the firm’s risk assessment, the setting of 

an appropriate risk appetite and the development 

of an effective and adaptive cyber strategy and 

control environment. 
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Cybersecurity Essentials

E CIIA and FERMA1 advocate that or-

ganisations establish a cyber risk 

governance system, supported by a 

cyber risk management framework. 

It must go beyond the implementation of IT meas-

ures, in order to efficiently protect their assets and 

ensure their resilience and continuity. The model 

is anchored in two strong sets of principles: the 

eight principles set out in the OECD recommenda-

tion on Digital Security Risk Management (2015) 

and the Three Lines of Defence model, recognised 

as a standard of Enterprise Risk Management 

(ERM). 

Cyber risk preparedness and resilience requires 

a coordinated and collaborative approach which 

brings together IT, Risk, Human Resources, Fi-

1	 FERMA - Federation of European Risk Manage-
ment Associations

nance, Legal, Communications and other business 

functions to support each aspect of cybersecuri-

ty: identification, protection, detection, response 

and recovery2. Building an effective cybersecurity 

culture across the business is an essential factor 

for success. This includes ensuring that a risk as-

sessment is undertaken across business entities 

within a Group and geographical regions to take in 

to account any potential contagion risks.

Whilst organisation Boards are responsible for the 

overall organisation’s cybersecurity strategy, the 

scale, complexity and speed of change makes this 

a significant challenge for many. Boards need the 

capability and knowledge to support and make 

risk informed decisions over strategy and its im-

plementation. 

2	 National Institute of Standards and Technology – 
Framework for Improving Critical Infrastructure Cyberse-
curity

The cybersecurity strategy should reflect a ho-

listic assessment of cybersecurity risks faced by 

the organisation and its related risk appetite. The 

strategy should be regularly reviewed and form 

the basis for the on-going security programme for 

which the Board should receive regular updates.

To support the implementation of cybersecurity 

strategy, a sound governance structure is required 

to establish effective communication, reporting, 

challenge and assurance. 

On-going risk management, informed by internal 

and external intelligence sources, is essential to 

the effectiveness and maturity of the cyber con-

trol environment. The result of this process should 

Ongoing Risk Management
Application of controls
Measurement of efficiency
Risk identification and reporting

Governance Model
Resourcing
Risk Management
Policies and Standards

Strategy
Risk appetite
Alignment
Implementation

Culture
Resilience
Awareness
Collaboration

Figure 1 — Cybersecurity management model

be appropriately communicated and changes to 

controls made in a timely and effective manner. It 

is important that appropriate and detailed knowl-

edge of organisational assets, risks and controls 

are maintained. The risk of an unrecognised el-

ement against which the control is not applied 

could turn out to be the entry point for cyber-at-

tack and result in operational, financial and repu-

tational impact.
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Cybersecurity 
Audit Coverage

04

For the purpose of this paper, the guide-

lines are structured around the four 

elements of cybersecurity manage-

ment: Culture, Strategy, Governance 

and Ongoing risk management.

1. Culture

A successful cybersecurity programme requires 

engagement at all levels. “Tone at the top”, over-

sight, collaboration, detection and response to 

cybersecurity incidents  are all important cultural 

elements of cybersecurity strategy implementa-

tion. The following should be considered as part of 

a cybersecurity audit:

1.1 Cybercompetence

It is important that staff with the appropriate 

technical qualifications, experience and authority 

support the management of cyber risks in both 

the first and the second line. Cybersecurity man-

agement requires expert and timely decisions to 

be made, which can only be achieved through an 

appropriate level of training and experience. Giv-

en the ever present risk of cyberattacks, staffing 

resilience should support the full operation of the 

business particularly for those for digitally oper-

ated businesses. The audit should assess the ca-

pability and capacity of retained team, the level of 

training provided and how ongoing competence is 

maintained;

1.2 Awareness programme

It is important that the awareness of cyber risks 

is regularly communicated and their understand-

ing tested particularly given that social engineer-

ing (e.g. voice phishing or email phishing) is one 

of key vectors for cyber-attacks. The audit needs 

to evaluate the effectiveness of awareness pro-

grammes, e.g. training, tests and exercises exe-

cuted, frequency and communication channels, 

feedback of results and lessons learnt. Together 

the outcome of these processes should be used 

to inform a continuous improvement of the pro-

gramme;

1.3 Collaboration

The multidisciplinary and pervasive nature of cy-

bersecurity requires that the responsibility of cy-

bersecurity is not the only objective of the IT func-

tion. It is critical that all business functions work 
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together, communicate and take responsibility for 

their part in managing cybersecurity risks. This 

collaboration should include both internal and ex-

ternal partners and industry groups.

2. Strategy

Internal Audit assurance work needs to focus on 

understanding the basis for the information se-

curity strategy of which cybersecurity is part, and 

its alignment to the business and IT strategy and 

how the strategy is further cascaded to the cyber-

security programme.

 

The cybersecurity programme should be regularly 

measured against Key Performance Indicators 

(KPIs) and Key Risk Indicators (KRIs) and the or-

ganisational risk appetite. The audit should take 

into account cyber specific and other business 

changes programmes when considering the posi-

tion and effectiveness of any cyber strategy. Key 

questions and considerations for an audit also in-

clude:

•	 Does the organisation have a common under-

standing of strategy requirements? The audit 

should assess how high level strategy require-

ments are cascaded and put into actions and 

their consistency of management and over-

sight across the organisation;

•	 Inclusion of business functions into the deliv-

ery of the cyber programme, their responsibil-

ities and ownership of (i) processes (ii) data, (iii) 

risk recognition and reporting, (iv) application 

inventory, (v) vendor management processes 

etc.

3. Governance

Review of the cybersecurity governance model 

helps Internal Audit to understand the formal re-

sponsibilities, resourcing, reporting and informa-

tion cascading structure, which further impacts 

both the short and long term commitments made 

to the Board.

 

 
 

 
 

3.1 Definition and resourcing of 
the governance model

A cybersecurity audit should confirm whether re-

sponsibilities are clearly defined, agreed and de-

livered, whether resourcing at 1st and 2nd line 

of defence is adequate to support the successful 

implementation of the cybersecurity programme. 

The audit should also assess whether relevant 

stakeholders are included into the governance 

model;

3.2 Risk management 

It is important to review (i) processes and inputs 

for risk identification (ii) appropriate documen-

tation of risks and their assessment (iii) whether 

risks are adequately communicated at all levels 

from the detailed operational level to enterprise 

level risks, (iv) how risk assessments by first line 

of defence are reported and challenged by second 

line, (v) whether adequate and timely treatment 

for material risks are applied. It is also important to 

assess the consistency of independent risk evalu-

ations and response by the second line functions, 

including (i) Operational risk and (ii) CISO, who is 

directly steering the strengthening and maturity 

of cybersecurity environment in organisation;

3.3 Policies and standards 

The audit should include a detailed review of pol-

icies and standards to assess the coverage of 

relevant cybersecurity domains and how policy 

requirements address the risk to defined risk ap-

petite and alignment to the cybersecurity strate-

gy.

4. Ongoing risk man-
agement

The detailed assessment of the operation of con-

trols enables Internal Audit not only to review the 

effectiveness of specific domains of Cybersecurity 

but also provides insight over the timeliness and 

quality of information provided to senior manage-

ment and adherence to new and existing  regu-

lations. Understanding the details of specific con-

trols is therefore key to the assurance outcome.  

Some aspects of this assessment will need to be 

undertaken using skilled resources and if these 

resources are not available the use of co-sourcing 

may be necessary to complete the assessment. 
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The audit should consider the following elements 

of detailed controls:

Asset and configuration management. The audit 

should review the asset management lifecycle 

controls including the introduction, maintenance 

and decommissioning of assets.

4.1 Network architecture and 
controls 

Whilst network perimeter controls including the 

processes and technical implementation on net-

work support devices should be examined, the au-

dit should also include the review of the processes 

supporting the internal network architecture and 

test the effectiveness of the network segmenta-

tion or segregation controls. 

4.2 Extended IT estate manage-
ment 

It is increasingly difficult to clearly define the IT 

boundaries of an organisation (particularly in a 

large insurance Group) given the widespread use 

of 3rd party outsourcing, digitised products run-

ning on different websites, use of social networks, 

multiple hosting platforms including the wide-

spread adoption of cloud computing. The audit 

should review the processes and technologies 

that supports both the Group and the individual 

company’s secure presence on the internet, the 

procedures and controls over managing vendor 

risks (including cloud network providers) as well 

as processes and technologies in place to recog-

nise and limit the exposure of “shadow IT1” that 

in turn could lead to significant data leakage risk;

4.3 Identity management and 
access control 

Identity and access management is one of the 

fundamental IT controls for cybersecurity effec-

tiveness. It is also the control where interaction 

amongst business departments as initiator, Hu-

man Resources as process owner and IT as sup-

port, plays an instrumental role. The audit should 

review the effectiveness of (i) process for granting, 

(ii) revoking and changing access rights, (iii) man-

aging the least privilege principle and segregation 

of duties, (iv) privileged account management, (v) 

processes to identify unauthorised privilege esca-

lation, (vi) authentication controls and (vii) logging 

and monitoring controls;

4.4 Data security 

Data management and security remains one of 

the main security concerns in the insurance indus-

try, particularly where personal private data is be-

1	 Shadow IT refers to information technology 
services provided outside of and without knowledge of 
central IT department.

ing processed or maintained. Because of the num-

ber of different data formats used across multiple 

database and unstructured data platforms, data 

security management becomes a complex task. 

It is therefore important to keep the inventories 

of data, ownership and classification accurate so 

that appropriate protection for sensitive data can 

be applied e.g. encryption and data leakage pre-

vention. The audit should review the details of 

processes and data inventories in place, effective-

ness of applied technological controls that sup-

port the organisation’s risk appetite and regulato-

ry requirements such as GDPR;

4.5 Patch management

Timely application of security and other software 

patches is considered one of the basic hygiene 

controls in IT; however firms can experience diffi-

culties in managing patching effectively. The audit 

review should cover the timeliness and coverage 

of the patch management process, inclusion of 

relevant software and supporting tooling. It should 

also include review of the discovery processes to 

identify, manage and escalate any non-compli-

ance identified;

 
 

4.6 Vulnerability management

Vulnerability management includes processes to 

identify infrastructure and application level vul-

nerabilities of assets and network configuration. 

The audit should evaluate the coverage of vul-

nerability assessments, outputs and vulnerability 

resolution (e.g. the use made of penetration test-

ing and the results and actions resulting from test 

activity);

4.7 Malware protection

Malware remains one of the key cyberattack vec-

tors and can be a source of both targeted and 

non-targeted attacks. The audit should assess the 

effectiveness of malware protection covering pre-

ventive, detective and corrective measures across 

the IT estate. Malware protection by design at de-

vice build stage, regular anti-malware signature 

database updates, exception reporting and inputs 

to incident management process are all key ele-

ments to consider for the audit;

4.8 Cyber threat intelligence 

Regular monitoring of threats, threat intelligence 

gathering and sharing is important to improve the 

overall security management process and raise 

awareness. There are a number of sources to 

support internal threat intelligence – from inter-
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nal monitoring, vulnerability management tools to 

external threat libraries, monitoring services and 

events. The audit should evaluate the usage of 

different sources for intelligence gathering, effec-

tiveness and consistency of internal communica-

tion which helps enhance the overall cybersecuri-

ty awareness and control environment;

4.9 Security over software de-
velopment life cycle 

Implementing the security by design principle 

into application development, change manage-

ment and application operation are key controls. 

The audit should assess the secure development 

controls, including the secure coding controls, dy-

namic application security testing prior to the ap-

plication being released to production. The audit 

should also review the security controls within 

the change management process, e.g. segrega-

tion of environments and strong access controls 

and source code controls. Regular security testing 

should be reviewed by Internal Audit; 

4.10 Security Operations Centre 
and event monitoring 

Event monitoring at application and infrastructure 

level operated through a Security Operations Cen-

tre (SOC) arrangement provides proactive defence 

and response capability for the cybersecurity en-

vironment. It is therefore important for Internal 

Audit to evaluate whether there is appropriate 

alignment in place to capture, analyse, monitor 

and report risk based security events at infra-

structure, database and application layers. The 

review of sources and types of events being re-

corded, processes and actual treatment of record-

ed events and root cause analysis for incidents are 

typical areas to focus on during an audit;

4.11 Incident management and 
response 

Recognising and responding to security incidents is 

key not only to limit the risk of exposure, but also to 

limit the damage in case of successful attack. Firms 

should design and test their security incident man-

agement procedures and incident response plan to 

contain and respond to incidents with internal and 

external stakeholders. The audit should assess the 

adequacy of the incident response plan, assess in-

cident readiness, review and evaluate the relevant 

training obtained by internal teams through table 

top and practical “red team” exercises;

 
4.12 Resilience and recovery 

Preparing for disaster and developing and test-

ing disaster recovery plans is a critical activity for 

all organisations. Based on robust business im-

pact assessments, Internal Audit should review 

the arrangements of backup processes, recovery 

plans in place for different scenarios, including 

the specifics of cyberattacks. It is also important 

to review the architecture and redundancy of the 

IT estate and arrangements in place for Denial of 

Service protection.
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Planning the 
cybersecurity audit

05

Scoping the audit

The scoping of the audit should be based on: 

(i)	 identifying the organisational systems and 

assets, 

(ii)	 contextualising the supporting business 

processes, applications or systems with different 

security requirements, 

(iii)	 understanding the existing hosting ar-

rangements, especially where a number of ele-

ments are hosted in commoditised cloud environ-

ments; and 

(iv)	 managing expectations of the regulatory 

requirements and internal stakeholders. 

Considerations around scoping out and delivering 

separate assurance work around larger areas, e.g. 

(i) external hosting and cloud, (ii) Security Opera-

tions Centre controls, (iii) logical access manage-

ment etc. should be considered. Furthermore, for 

regular Cybersecurity audits maturity level and 

development trends can be assessed.

 
 

Assurance over operational ef-
fectiveness

Whilst the cyber strategies, policies, frameworks, 

standards and reports confirm the framework for 

managing cyber risks, it is critically important that 

the audit considers appropriate levels of controls 

testing to enable the provision of assurance over 

operational effectiveness. Sampling and testing 

key operational details of software and hardware, 

process inputs and outputs are critical activities 

and should be supported by appropriate tooling 

where required.

Further Reading

•	 National Institute of Standards and Technol-

ogy – Framework for Improving Critical Infra-

structure Cybersecurity

•	 ISO 27001 standard

•	 ISACA Cobit 4.1 and Cobit 5

•	 SANS Institute Top 20 Cybersecurity risks

•	 National Cybersecurity Centre – Cybersecurity 

guidance

•	 Information Security Forum research library
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T he European Confederation of Insti-

tutes of Internal Auditing (ECIIA) is 

the voice of internal audit in Europe. 

Our role is to enhance corporate 

governance through the promotion of the pro-

fessional practice of internal auditing. Our mem-

bers comprise 34 national institutes of internal 

auditing from countries that fall within the wider 

European region, representing 48.000 members 

and around 12.000 active in the insurance sector. 

The ECIIA mission is to further the development 

of good Corporate Governance and Internal Au-

dit at European level, through knowledge sharing, 

developing key relationships, and impacting the 

regulatory environment, by dealing with for the 

European Union, its Parliament and any other Eu-

ropean regulators and associations representing 

key stakeholders.

The insurance Committee

The Committee is made up of CAEs from the in-

surance sector in Europe. The Committee is re-

sponsible for ensuring the internal audit profes-

sion for the insurance sector in Europe is heard by 

the EIOPA, the European Insurance Regulator.

The Committee promotes the professionalism of 

the internal audit function in the European insur-

ance sector through knowledge sharing between 

the member institutes and the practitioners.
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